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Section 1.1 System Requirements

NETWORK Specs &Requirements
Communication Ports

» 13333 - StonelLock hardware

» 80/8080 (configurable)

« 8090 (configurable)

+ 8060

+ 10,000 to 65,535 UDP - For Video
« 22 — SSH/SSL (configurable)

Linux Server - Native

Hardware requirements Supported Versions

+ Intel i7 processor or better « UBUNTU 16.04 5LTS
* 32G RAM (preferred)

» 15G storage available « RHEL 7.5

« Single NIC

Linux VM on Windows Machine
Hardware running VMrequirements ~ Supported Versions

» Intel i7 or better + UBUNTU 16.045LTS
+ 32G RAM (preferred)
+ 15G Available Storage * RHEL7.5

VM Requirements

* 16 G RAM minimum allocated
* 15G available storage

* 4 Cores

Fig 1.1.1

Section 1.2 PACS Requirements

Each PACS system has its own prerequisite before the StoneLock Gateway database integration will run. These prerequisites are not
available from StonelLock and must be obtained through the Access Control manufacturer.

AMAG Symmetry 8.1 - Open XML, Data Connect

Avigilon ACM 5.10.10 i Requirements N/A

Genetec Security Center 5.6 and 5.7 i Genetec part Number GSC-1SDK-SL-Gateway

Honeywell ProWatch 2.0.121.0 1 HSDK Version

Lenel OnGuard 7.4 and 7.5 7 OpenAccess

S2 4.10.04 1 Requirements N/A

Software House CCURE 9000 2.6 and 2.7 - Victor Web Services license

=4 =4 =4 -8 -4 _-9_-9



Section 1.3 Biometric Migration
These procedures can be used to migrate all user templates in the following scenarios:
1 Upgrading from a previous non-gateway database integration to the StoneLock Gateway.
1 Upgrading from the SLN (StoneLock Network Software) to the StoneLock Gateway.
1 Moving between PACS, i.e. From CCURE to Avigilon.
To move from a 1_X version of the Gateway to a 2_X version contact support@stonelock.com

These steps are not required if a StoneLock database integration has not been installed prior to the StoneLock Gateway.
If migration is needed, read the steps below to understand the process then proceed with Section 2 to install the StoneLock Gateway.
Once installed return to Section 1.3 to run Migration.

Before starting a migration, you will need to get a list of all of the users in the StoneLock devices and their StoneLock ID&. In order to
merge the profiles with the new database integration the StoneLock ID& will need to remain the same.

Note: Before performing the Migration procedure, read through steps 1-19 carefully. Failure to follow these steps can lead to
the loss of all user templates in the StoneLock devices forcing re-enroliment. Back up your current database.

Users may be pulled off the device temporarily as they are migrated with the new database integration. To not interrupt
activity, it is recommended that this migration be performed during off peak hours.

Stop the previous database integration driver.

Perform the StoneLock Gateway install per Section 2 of the StoneLock Gateway Installation manual.

Do NOT create the StoneLock Devices in the PACS at this time. Doing so will cause the Gateway to delete the users.
. Do NOT start the shim for the PACS.

Note: If you are using the pre-gateway database integration with the same PACS, the devices created with the old database
integration will not affect this process. This applies to the devices created per the StoneLock Gateway Installation manual.
5. Log into the StoneLock Web Client. See Sections 4 or 5.

6. In the Migration IP Addresses field, enter the IP Addresses of all of the StoneLock devices.

7. Click save

8. Click on the Services tab.

9. Click on the + in the StoneLock Web Server box.

10.Click Restart Service.

11.Click the + in the StoneLock Gateway box.

12.Click on Stop Service.

13.0pen a terminal session on the Gateway.

14.Type cd /sl_applications and hit enter.

AN
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a. If your Gateway Version is between 1_1 25 through 1_1 30 enter cd /opt/stonelock/sl_applications and hit enter
15.Type sudo ./sl_migration and hit enter.
The migration application will run and move the users to the migration archive in the StoneLock Gateway. The application
will stop itself and the command line will be redisplayed. Do NOT proceed to Step 16 until the command line is present.
16.1f not using a PAC skip to step 17. Perform the PACS setup per Section 3 of the StoneLock Gateway Installation Manual.
Note: You can now create the new devices based on the PACS setup instructions.
17.Start the StoneLock Gateway service.
a. In the Services page of the StoneLock Web Client, Click Start Service for the StoneLock Gateway.
18.1n the Users tab of the StoneLock Web Client, enter the StoneLock ID (User ID) for each user exactly as it was in the
StoneLock device prior to the Migration process.
19.When all users have been entered click Update Device.

The users will now be pushed back to each device based on the Access associated in the PACS or assigned from the Web Client in a
turn key solution. Provided the same StoneLock ID (User ID) was used for each user, the templates will still be on the devices.

Section 2 StoneLock Gateway
The StoneLock Gateway is designed to allow multiple StoneLock devices to integrate with existing PACS systems. It is a Linux based
solution that can run natively in a Linux environment, or on a turn key solution piece of hardware.

If the Gateway is to be ran in a Linux environment, a separate piece of hardware, or if running the virtual system, the Windows services
for AMAG Symmetry will need to be installed on the server housing the PACS. See Section 2.4.

The StoneLock Gateway handles all communication to and from the StonelLock devices.

Section 2.1 Installing the StoneLock Gateway Linux System
The StoneLock Gateway can be installed directly on a Linux system. The install kit for the StoneLock Gateway Linux System consists of
a single file.

1 sl _gateway build X X X.ar.gz

1. Place the sl_gateway build_X X X.tar.gz file on the Linux system. It can be placed in any folder.

2. In a terminal session cd into the folder that the tar file was opened in.

3. Type sudo tar -xzvf sl_gateway_build_X X X.tar.gz and hit enter. Replace the (X) with the version number listed in the file
name.
In terminal cd into the build_package directory created by Step 3.
Type sudo ./build_script.sh and hit enter. The install will begin. When the command prompt reappears, the install is complete.

ok



6. Find the IP Address of the Linux Server.
a. Open a Terminal session
I. Type ifconfig at the prompt and hit enter.
ii. The IP Address will be listed at the top after inet addr:
b. Write the IP Address down for later.
7. Type systemctl status slg.service and hit enter.
8. Ensure it shows the slg.service is running. If not, type systemctl start slg.service at the command prompt and hit enter.
9. Repeat Steps 7 and 8 for the following service:
a. systemctl start slg_web_server.service
10. At the prompt type cd /sl_applications and hit enter.
a. If your Gateway Version is between 1_1 25 through 1_1 30 enter cd /opt/stonelock/sl_applications and hit enter.
11.Type sudo ./manage_passwords and hit enter.
12.Type sudo nano /etc/stone_lock/passwords.json and hit enter.
13. Scroll to the right until sudo_pwd is shown.
14.Enter the password forthe serveri n t he A6 after sudo_ pwd:
15. Hit Ctrl x.
16.Type Y to save and hit enter.
17.Hit enter again. The cmd line will return.
18.Type sudo ./manage_passwords.

Section 2.2 Installing the StoneLock Gateway Hardware Appliance System

The StoneLock Gateway comes preloaded on a Hardware Appliance. The Appliance can be installed at any location provided it
has a hardwired network connection available.

1. Connect the Appliance to a keyboard, mouse, monitor, and the local network using the network adapter provided.
2. Turn on the Appliance by pressing the power button on the top of the Appliance.
3. Find the IP Address of the Appliance using one of the following:
a. Left Click on the double arrows in the top right of the display.
i. Left Click on Connection Information.
ii. The IP Address of the Appliance is displayed in the IPv4 section.
b. Left Click on the Power Icon on the top right of the display.
i. Left Click on System Settings.
ii. Left Click on Network.
iii. Left Click on Wired at the left.
iv. The IP Address is displayed in the IPv4 Address field.
c. Open a Terminal session by clicking on the Terminal Icon on the left or using Ctrl-Alt-T.



i. Type ifconfig at the prompt and hit enter.
ii. The IP Address will be listed at the top after inet addr:
d. Write the IP Address down for later.
Note: Only do steps 4-12 if you have changed the password for the Appliance.
At the prompt type cd /sl_applications and hit enter.
a. If your Gateway Version is between 1 1 25and 1 1 27 enter cd /opt/stonelock/sl _applications and hit enter.

B

5. Type sudo ./manage_passwords and hit enter.

6. Type sudo nano /etc/stone_lock/passwords.json and hit enter.

7. Scroll to the right until sudo_pwd is shown.

8. Enter the password for the appliance in the A0 after sudo_pw
9. Hit Ctrl x.

10.Type Y to save and hit enter.
11.Hit enter again. The cmd line will return.
12.Type sudo ./manage_passwords.

Section 2.3 Clustering for Biometrics

Multiple StoneLock Gateways can be connected together to push user templates between the gateways. This capability allows a user
to be enrolled on one Gateway and pushed to another without re-enroliment, provided the StoneLock ID (User ID) is the same in the
different systems.

For a CCURE Enterprise system, the StoneLock Gateway would be installed on each SAS that a StoneLock device is installed on.

For a OnGuard Enterprise System, the StoneLock Gateway would be installed on each Region that a StoneLock device is installed on.

1. Ensure the Users have the same StoneLock ID (User ID) on each gateway.
a. The StoneLock Gateway Cluster service uses the StonelLock ID (User ID) to match users in the archive. The users
template will not be merged if the StoneLock ID (User ID) does not match.
2. Launch a compatible web browser.
a. Supported Web Browsers
I. Chrome Version 63 and above.
ii. FireFox Version 55 and above.
iii. Safari Version 11.1 and above
Note: Internet Explorer and Edge are not supported
3. In the address bar enter the IP address of the StoneLock Gateway.



4. On the login screen enter the correct login information.
a. User name: admin
b. Password: 888888

5. Click on the Login button.

6. Click on the certificate hyperlink.

User

Password

Login

A 4

Fig 3.5.1

7. Another browser tab will open.

8. Accept the certificate on the browser.
a. This will not display the login screen yet.

9. Click on the original browser tab.

10.Click on the Login button.

11.Click on the Configuration Page.

12.Enter the Gateway IP Address in the Cluster IP Addresses field of the Gateway Configuration box.
a. Ensure there is a comma in between each Gateway IP Address.



TLS Enabled:

TLS Encryption Fassword Seed: secret

TLS Certificate Active Days: 360

Migration IP Addresses: 182.168.10.1

Cluster IP Addresses: 182168.1.106,192.168.1.204

Cardnumber Offset: o

Fig 3.5.2

13.Click Save.

14.Click on the Services Page.
15.Click on the StoneLock BSD Sync box and start the StoneLock BSD Sync service.
16.Click on the StonelLock DateTime Sync box and start the StoneLock DateTime Sync service if not already started.

Section 3 PACS Database Integration Setup

The following sections will show how to setup the StoneLock Gateway with the each PACS.
AMAG Symmetry

Avigilon ACM

Genetec Security Center

Honeywell Prowatch

Lenel OnGuard

S2

Software House CCURE 9000

=4 =2 =4 -8 -9 _9 -9

For the Windows Shim, Amag, you will need to run the StoneLock_Shims.MSI.
The StoneLock_Sims.MSiI file will need to be run as an administrator. The following steps are needed to ensure that the user has the
ability to run an MSI file as an administrator.



1. Setting up the Computer to run the installation Kit.
Note: It may be necessary to run the msi as an administrator. If your system is not already set up to allow an msi to run as an

administrator, do the following steps a-n. If your system already allows msi files to be run as an administrator, skip to step 4.
a. Click on Start menu and search

b. Open ARuno.
c. Type regedi't

in the AOpeno fi

ifRuno.

r
"7 Run

(S

| 7]
'.

Open:

Type the name of a program, folder, document, or Internet
resource, and Windows will cpen it for you.,

‘!‘[—v

cacda N

‘ OK ] Cancel !] Browse... ‘

Fig 3.0.1
d. Click the arrow nextto HKEY CLASSES ROOT.

Fvle Edit Vtew Favomes Help

PR Computer

4

HKEY_CLASSES_ROOT (=

.sln

._5In100
._sIn60
._sin70
.sin71
._sIn80
._sIn90
._vbxsinl00
._vbxsIn80
._vbusin90
._veppxsinl00
. veppxsin80

Fig 3.0.2

e. Scroll down until you find Msi.Package.

12



. mshjdic.hanjadicl
4. | MsiPackage
: Defauitlcon
. shell
v 4. shellex
. MsiPatch
.. MSIDXS
MSIDXSErrorLookup
MSILink

Fig 3.0.3
Click the arrow to the left of Msi.Package.
Right click on shell.
Click on New Key and create new Key.
Name the Key runas.

—Ta

4. | MsiPackage

.. Defauitlcon
4 shell
v« 4u Open
Repair
L runasuser
.. Uninstall
] runasl l
shellex
Fig 3.0.4
j Right click on fbmiysednstad as &administnatodin theyvalue data field. Click OK.
[ edit String =)
Value name:
(Default)
Value data
instadl as dadministrator|

Fig 3.0.5
k. Right click on runas, click New Key and create new Key.

13



I.  Name the Key command.
4 Msi.Package

Defauitlcon
4 shell
: Open
Repair
runasuser
Uninstall
4- ). runas o
et command| ]
shellex
Msi.Patch
Fig 3.0.5
mRight click on fiBefyeiNns b e X € iCc Glickio&.d il %91 O
Edit String e
Value name:
{Default)
Value data
msiexec /i “%1"
oy | [ e ]
o Fig 3.0.6

n. Click on File then exit.

Section 3.1 AMAG Symmetry

Section 3.1.1 AMAG Shim Setup
The StoneLock Gateway uses a windows service named StoneLock Shim Service to communicate between Symmetry and the
Gateway.

14



0 The StoneLock Shims.MSI installs this Shim.
0 The StoneLock Shim MUST be installed on the same server as Symmetry.

The person installing the StoneLock Shim will need the valid Windows user name and password to access the AMAG Symmetry.

1. Open a CMD prompt.
2. Type ipconfig and hit enter to find the IP address of the server/computer that Symmetry is installed on.

e Select Administrator: Command Prompt =

icrosoft Windows [Uersion 6.3.76H01]
<c» 2813 Microsoft Corporation. All rights reserved.

sUzerssAdministrator?ipconfig

[Jindows IP Configuration

[Ethernet adapter Ethernet:

Connection—specific DNS Suffix . = attlocal.net
- : 2682: 336 3?fe:8128:d83b:cf53:151e:cl1bl
8@: :dB@3b:cf53:151ezcliblixl3
3

.8
: feBB::falB:0Pff:fed?:7cf5x13
192.168.1.254

[Ethernet adapter UirtualBox Host-Only Network:

Connection—specific DNS Suffix . =

Link—local IPub Address . . . . . : fefB@::e984:7fdB:dlle:7568:x17
IPv4 Address. . . . : 192.168.56.1

Subnet Mask = 255.255.255.8

Default Gateway H

unnel adapter isatap.{3CH3IDBA4-1EBC-4AEF-8929-64A3187157643:

Media State : Media disconnected
Connection—specific DNS Suffix

unnel adapter Tewedo Tunneling Pzeuwdo—Intewrface:

Connection—specific DNS Suffix . =

TPu6 Address. D 2001:8:4137:%e?h:che:1673:3f57:fea
Link-local IPu6 Addres : fefB::che:16V3:3f57:feaZxid

Default Gateway . H

Fig 3.1.1.1
3. Write this IP address down for a later step.
4. Run the MSI file as an administrator. A Setup Wizard will be launched to guide the install process.
5. Click Next



6. The Shim will be installed in the Program Files\StoneLock folder by default. Click Browse to change the default location.
i StoneLock Shim

Select Installation Folder

STONELOCK

The installer will install StoneLock Shim to the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

Folder:
C:\Program Files\StoneLockh [ Browse... I
[ Disk Cost... I
{ Cancel | | < Back ‘ [ Next >
Fig 3.1.1.2
7. Click Next.

8. A Configuration pop up will be launched to configure the Shim install.
9. Enter the IP Address of the Symmetry server.

10.Enter the User Name and Password for Symmetry.

11.Enter the IP Address of the StoneLock Gateway.



STONELOCK

PACS Configuration StoneLock Gateway Configuration
|P Address |192.168.001.139 IP Address |192.168.001.151|

UserID  |installer
Password |~

Fig 3.1.1.3

12.Click OK.

13.Click Close when the Installation Complete box is displayed.
14.0pen the Windows Services application.

15. Scroll down to the StoneLock Shim Service.

_

Ao

StoneLock Shim Service Name Description Status  Startup Type  Log OnAs
:ﬁ Still Image Acquisition Events  Launches applic... Manual Local Syste...
Start the service 1% StoneL ock Shim Service StoneLock Shim ... Automatic  Local Syste..
(o1 Storage Tiers Management Optimizes the pl... Manual Local Syste...
Description: f.g, Superfetch Maintains and i... Manual Local Syste...
StoneLock Shim Launcher Service £ System Event Notification Serv... Monitors system... Running Automatic Local Syste...

Fig 3.1.1.4

16.Right click on the StoneLock Shim Service and click on Properties.
17.Click on the Log On tab.
18.Click on the circle next to This account.



19. Enter the account information that has access to Symmetry.
StoneLock Shim Service Properties (Local Computer)

: General Log On Recovery ] Dependencies |
Log on as:

(® Local System account
[] Allow service to interact with desktop

(O This account:

| ok || cancel

Fig 3.1.1.5

20.Click on the General tab.

21.Select applicable Startup type, from the Startup Type dropdown, for the location.

a. Automatic is recommended in the event of a computer/server reboot.
22.Click Apply.
23.Click OK.
24. Start the StoneLock Shim Service.

Section 3.1.2 Setting up Devices in Symmetry
Any users in Symmetry can be set up as a StonelLock device reader.

1. Open the reader in Symmetry that the StoneLock device will be associated with.

18



2. Atthe end of the reader name in the Description field enter an underscore _ followed by the last six digits of the device MAC
address. These six digits are also the serial number of the control box.

Example: Control Box Serial number 10032F will have a MAC address of a4:58:0f:10:03:2f. If that device is to be
associated with Symmetry Reader Test, the reader name in Symmetry will be test_10:03:2f. See Fig 3.1.2.1

5| Install - Access Control - Reader E=E

Reader Descipion: | ESIERE JE

Lacation:

Category:

Account Number: Area Number: Zone Number:

Connected to
Node Desaription: Stone Lack

Reader Type: Series 600 using miroMAX Format

Faiity Customes Code: | 300538 ] visplay Addtional Reader Types
Reader State
) Disabled ® Card Only ) Customer Code Only - No Store
O Card +PIN ) Customes Code Only - Store

Anti Passback Options

Fig 3.1.2.1
3. Click Ok to save the reader name change. This reader will now be sent to the StoneLock Gateway. If the device is online the

Gateway will associate it with the reader in Symmetry and display it in the Remote Enrollment and Health Monitor tabs of the
StoneLock Web Client. See Section 4 StoneLock Web Client.

Note: The reader needs to be included in an active Clearance in Symmetry in order to be displayed in the Remote
Enroliment tab of the StoneLock Web Client.

Section 3.1.3 Setting up Symmetry Users as StoneLock Users

Any Symmetry user that has been assigned an access right that includes a Symmetry reader associated with a StoneLock device, will

be automatically pushed to the StoneLock Gateway. These users will be displayed in the Remote Enrollment tab of the StoneLock Web
Client. See Section 4 StoneLock Web Client.

The following changes to an Employee or Card are automatically updated on the StoneLock device.

19



First Name

Last Name

Card Number

Card Status. The following status messages will display on the StoneLock device based on the Card status:

= =4 -8

o Card Status of Card Lost- lllegal User (Will display as Alarm Blacklist in the Symmetry Alarm Monitoring and the
StoneLock Web Client)
o Card Status of Stop- lllegal User (Will display as Alarm Blacklist in the Symmetry Alarm Monitoring and the
StoneLock Web Client)
o Card Status of Inactive- lllegal User (Will display as Alarm Blacklist in the Symmetry Alarm Monitoring and the
StoneLock Web Client)
Note: Denied events for Card Status and Verification failures will be displayed in the Alarm Monitoring window of Symmetry
Successful events will be displayed in the Activity Monitoring Window along with the Successful events from the Panel.

- Home - Monitoring - Alarms [=1[= ]3]

Al Mlarms Masked Alarms

NENNNNRN NN Y

Fig 3.1.3.1
1 The User ID (StoneLock ID) should not be altered once it is pushed to the StoneLock device. If the number is
altered you may cause a system error on the device, which would result in the user no longer being recognized
without a re-enrollment.

Section 3.1.4 Removing a Symmetry user from a StoneLock Device

Symmetry users are associated to StonelLock devices based on their Access Rights in Symmetry. To delete that user from a StoneLock
device, remove that Access Right from that user then click update device in the StoneLock Web Client when the user is removed from

the tree. The device associated with that Access Right will be removed from the user in the Remote Enrolliment tab of the StoneLock
Web Client. The user will be removed from the device(s) and no longer have access at that door until access is given again in
Symmetry. See Section 4 StoneLock Web Client.

20



Section 3.2 Avigilon ACM
Section 3.2.1 Configuring the Gateway to communicate to ACM

1. Launch a compatible web browser.
a. Supported Web Browsers
I. Chrome Version 63 and above.
ii. FireFox Version 55 and above.
iii. Safari Version 11.1 and above
Note: Internet Explorer and Edge are not supported
In the address bar enter the IP address of the StoneLock Gateway.
On the login screen enter the correct login information.
a. User name: admin
b. Password: 888888
4. Click on the Login button.
5. Click on the certificate hyperlink.

User

wn

Password

Login

A 4

Fig 3.5.1

6. Another browser tab will open.

21



7. Accept the certificate on the browser.
a. This will not display the login screen yet.

8. Click on the original browser tab.

9. Click on the Login button.

10.Click on the Configuration tab.

11.In the Avigilon Configuration box enter the User name that has access to ACM.

12.Enter the Password for the User.

13.Enter the IP Address of the system that houses the ACM system in the ACM URL field.

14.Set the Polling Time. (This is the amount of time in between each pull of data from ACM. This time needs to be set higher for
larger database counts).

15.1f using a master Gateway that is communicating to ACM and moving the data to multiple Gateways, Check the Enable Cluster
button. (See Section 4.5 to set up the Gateway Cluster).

External Directory: {sl_data/
User: admin
Password: | weee
ACM Url: 192168110
Polling Time: 5

Debug:

Enable Cluster:

L — J

Fig 3. 5.2

16.Click ok on the Successful pop up box.
17.The Avigilon shim service will restart.
18.Click OK on the Service Successfully Restarted box.



Section 3.2.2 Setting up Devices in ACM
Any door in ACM can be set up as a StoneLock device reader.

1. Click on the Physical Access tab in ACM

2. Click on Doors and Click on the + Add New Door button.

3. Enter a device name, based on the naming convention rules of ACM.

4. Under the Alt Namefield,assi gn the | ast six characters of the devicesd MA
address will always be the six charact ertie At NameihkEig32@aisr ol uni

10:03:3a. The serial number listed on the sticker of the control box for that device is C-10033A.

Name: Frent Door Panel: Wain Office a
Alt Name: 10:03:3a
Location:
Appliance: AcMm
Vendor: Mercury Security
Installed
Fig 3.2.2.1

5. Set the Door mode to Card Only or Card and Pin.
Note: This does not affect the Verification mode on the device. This is a required setting in ACM to enable the StoneLock Device
to become Active in the StoneLock Gateway.

6. Click Save.

7. Add the door to the correct Access Group. The schedules for that door, and all StonelLock users assigned to that Access Group,
will automatically be pushed to that door.

8. Go to Section 4.8 to start the Avigilon ACM service.

Section 3.2.3 Setting up ACM Users as StonelLock Users

Any ACM user that has been assigned a Role that includes a ACM Door associated with a StoneLock device, will be automatically
pushed to the StoneLock Gateway. These users will be displayed in the Remote Enroliment tab of the StoneLock Web Client. See
Section 4 StoneLock Web Client.

The following changes made to an Identity or Token are automatically updated on the StoneLock device:
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First Name

Last Name

Token Internal Number (This is the number that is sent to the device for the card number of the user).

Token Status (The following status messages will display on the StoneLock device based on the token status.)
o0 Token Status of Expired- Expired User (Will display as Expired in the StoneLock Web Client).

= =4 -8

0 Token Status of Inactive- lllegal User (Will display as Blacklist in the StoneLock Web Client)
0 Token Status of Not Yet Active- lllegal User (Will display as Blacklist in the StoneLock Web Client)

1 The External System ID (StoneLock ID) should not be altered once it is pushed to the StoneLock device. If the number is
altered you may cause a system error on the device, which would result in the user no longer being recognized without a
re-enrollment.

See Section 4 StoneLock Web Client for enrollment and device user type.

Section 3.2.4 Removing an ACM user from a StoneLock Device

ACM users are associated to StoneLock devices based on their Access Group in ACM. To delete that user from a StoneLock device
remove that Access Group from that user. The device associated with that Access Group will be removed from the user in the Remote
Enroliment tab of the StoneLock Web Client. The user will be removed from the device(s) and no longer have access at that door until
access is given again in ACM. See Section 4 StoneLock Web Client.

Section 3.3 Genetec Security Center
Note: The Security Center Integration will not work with Gateway Version 2_X. Contact support@stonelock.com for Gateway
Version 1_X.
Section 3.3.1 Configuring the Gateway to communicate to Genetec Security Center
17.Ensure the Genetec Part Number GSC-1SDK-SL-Gateway has been installed.
18.Create a Web-based SDK role in Genetec.
a. Click on the properties of the Web-based SDK role.
b. Write down the Port (not the Streaming Port) and the Base URI. These will be needed for later.
19.Bring up a Terminal session in the StoneLock Gateway. In Ubuntu use Ctrl-Alt-T on the keyboard.
20.At the command line in the Terminal window type cd /etc/stone_lock/ Hit enter.
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) slgateway@slgateway-VirtualBox: ~
slgateway@slgateway-VirtualBox:~$ cd jetc/stone lock/|}

Fig 3.3.1.1

Note: The following commands are based on the StoneLock Appliance running Ubuntu. If gedit is not on your system, use
whatever program is avialable to edit text files.

21.Type sudo gedit config genetec.xml Hit enter. T

7 slgateway@slgateway: /etc/stone_lock

slgateway@slgateway:~$ cd /etc/stone_lock/
slgateway@slgateway: /etc/stone_lock$ sudo gedit config_genetec.xml
[sudo] password for slgateway:

pe in slgateway for the password and hit enter.

Fig 3.3.1.2
22.1In the <server url> field enter the IP address, Web Port and the Base URI for the Genetec Web-Based SDK.
23.In the <user> field enter the Username that has access to the Web SDK. Ensure not to change the information behind the ; in the
<user> field.
c. For example, in the figure below the user is Admin followed by a semi colon.
24.1n the <password> field enter the password for the above entered user.
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config_genetec.xml

<internal_directory>/sl_data/</internal_directory>
<external_directory>/sl_data/</external_directory>
<directory>/sl_data/</directory>

server_url>192.168.1.212:4590/WebSDK</server_url>
<polling_time>15</polling_time>

<deb </debug>

ion_period>30</retention_period>
rnal_size>100</journal_size>
ser>Admin;KxsD112743Hf5Gq9mv3+5ekxzemlCLUXKTFY5baiNOGeLCmGstt2n0zYEINSNimv</user>
ord>FacelsFuture!</password>
<domain>WIN-7BUH6U6255N</domain>

Fig 3.3.1.3
25.Click Save. And close out the file editing program.

Section 3.3.2 Setting up Devices in Genetec.
Any Door in Genetec can be set up as a StoneLock device reader.
1. Select the Door in Genetec which will be associated with the StoneLock device.
2. Open the Door.
3. Atthe end of the Door name in the Name field enter an underscore _ followed by the last six digits of the device MAC address.
These six digits are also the serial number of the control box.

Example: Control Box Serial number 1002B6 will have a MAC address of a4:58:0f:10:02:b6. If that device is to be
associated with Genetec reader Office Door, the Door name in Genetec will be Office Door_10:02:b6. See Fig 3.3.2.1



Type: Door
lcon: -
Mame: | Office Door_10:02:b6
Description: |

Logical 1D

‘*’ Controlled by...
g Part of...

»
»
13 Access rules.
P = Cameras

»

i, Actions

Fig 3.3.2.1
4. Click Apply to save the Door name change. This Door will now be sent to the StoneLock Gateway. If the device is online the
Gateway will associate it with the Door in Genetec and display it in Device and Health Monitor tabs of the StoneLock Web Client.

See Section 4 StoneLock Web Client.
Note: The Door needs to be included in an active Access Rule in Genetec in order to be displayed in the Remote

Enroliment tab of the StoneLock Web Client.
5. Go to Section 4.8 to start the Genetec Security Center service.

Section 3.3.3 Setting up GENETEC Users as StoneLock Users
Any Genetec user that has been assigned an Access Rule that includes a Genetec Door associated with a StoneLock device, will be
automatically pushed to the StoneLock Gateway. These users will be displayed in the Remote Enroliment tab of the StoneLock Web

Client. See Section 4 StoneLock Web Client.
Note: In Security Center 5.6 the Access Rule needs to be assigned directly to the user. An Access Rule assigned to the

user via a Cardholder Group will not move the user to StoneLock Gateway. Genetec added this ability in Security Center
5.7.

The following changes to an Employee or Card are automatically updated on the StoneLock device:
1 First Name
1 Last Name

27



1 Card Number
9 Card Status. The following status messages will display on the StonelLock device based on the Card status.
o Card Status of Inactive- lllegal User (Will display as Blacklist in the StoneLock Web Client)

o Card Status of Expired- lllegal User (Will display as Blacklist in the StoneLock Web Client)
o Card Status of Lost- Lost Card User (Will display as Lost Card in the StoneLock Web Client)

o Card Status of Stolen- lllegal User (Will display as Blacklist in the StoneLock Web Client)

1 The User ID (StoneLock ID) should not be altered once it is pushed to the StoneLock device. If the number is
altered you may cause a system error on the device, which would result in the user no longer being recognized
without a re-enrollment.

See Section 4 StoneLock Web Client for enrollment and device user type.

Section 3.3.4 Removing a GENETEC user from a StoneLock Device
Genetec users are associated to StoneLock devices based on their Access Rule in Genetec. To remove that user from a StonelLock
device remove that Access Rule from that user. The device associated with that Access Rule will be removed from the user in the
Remote Enrollment tab of the StoneLock Web Client. The user will be removed from the device(s) and no longer have access at that
door until access is given again in Genetec. See Section 4 StoneLock Web Client.
Note: In Security Center 5.6 the Access Rule needs to be assigned directly to the user. An Access Rule assigned to the user via
a Cardholder Group will not move the user to StoneLock Gateway. Genetec added this ability in Security Center 5.7.

Section 3.4 Honeywell ProWatch

The StoneLock Gateway Database integration with Prowatch requires a valid HSDK license. To set up the HSDK refer to the HSDK
setup manual provided by Honeywell.

Note: The ProWatch Integration will not work with Gateway Version 2_X. Contact support@stonelock.com for Gateway
Version 1_X.

Section 3.4.1 Configuring the Gateway to talk to ProWatch
The StoneLock Gateway uses the URL of the HSDK Application Module to communicate to ProWatch.
1. In ProWatch click on Database Configuration.
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2. Click on the Application Module link.

3. Open and connect to the Application Module created for the StoneLock Database integration. Enter the Username and
Password f the%AppIication Module.
v g

ppliation Moduie

i wéermeer, | 4 Snbacrbed Otyacts | WP Pihate Otocis | | Lme | @ Outbund Cortention | o Fattons

Fig 3.4.1.1
4. Click on the Subscribed Objects tab. Write down the URL listed in the Start from URL.: field. You will not need the http://.
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Edit Application Module

& Information | ¥ Subscribed Objects | P Published Objects License (@ Outbound Configuration | 3 Partitions

Discover and Subscribe Published Objects

oBIX Tree Search
Discover oBIX Tree
Start from URI | http:i/192.168.10.216/HSDKPNLApplicationModules

Import

Fig 3.4.1.2
Bring up a Terminal session in the StoneLock Gateway. On the StoneLock Appliance use Ctrl-Alt-T on the keyboard.

At the comand line in the Terminal window type cd /etc/stone_lock/ Hit enter.
Note: The following commands are based on the StoneLock Appliance running Ubuntu. If gedit is not on your system, use

whatever program is avialable to edit text files.
OO0 slgateway@slgateway-VirtualBox: ~
slgateway@slgateway-VirtualBox:~$ cd /etc/stone lock/J]

Fig 3.4.1.3
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7. Type sudo gedit config_honeywell.xml Hit enter. Type in slgateway for the password and hit enter.

Fig 3.4.1.4
8. In the <acm url> field enter the URL for the ProWatch HSDK Application Module that was written down in step 4. You will need to
enter pacs after the URL. See Fig 3.4.1.5.
9. In the <userpwd> field enter the user name and password that has access to the HSDK Application Module. Enter a : between

the user name and password.
Example: User name- user, password- password would be entered as user:password. See Fig 3.4.1.5.

Fig 3.4.1.5
10.Click Save. And close out the file editing program.

Section 3.4.2 Setting up Devices in ProWatch

Any reader in ProWatch can be set up as a StoneLock device reader.
6. Select the reader in ProwWatch which will be associated with the StonelLock device.
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